NCNG Network Account Process

INSTRUCTIONS FOR OBTAINING A NCNG NETWORK ACCOUNT

General Information (All Users)

In order to obtain a NCNG network account, ALL users must first have an Army Knowledge
Online (AKO) account. Your AKO account name will also be your username for the NCNG
network (it is mandatory that your AKO username also be your NCNG network).

AKO account types — full and guest.

Eligible for Full AKO account:

Active Army

ARNG

AR

Individual Ready Reserve

DA civilian

Non-appropriated fund (NAF) civilian

Army, ARNG, AR, DA Civilian, Medical retired

U.S. Military Academy cadets

Reserve Officer Training Corps (ROTC) cadets on contract or scholarship

Eligible for Guest AKO account:

e @ O & & & ¢ & & & & s

Army volunteers/academia

Army contractor

DOD civilian

Family member of an AKO member
Other active U.S. military service member
Federal civilian agency employee

Foreign officer (attached to Army)
Homeland Security

Incoming DA civilian

Incoming future soldier

Local national employee

Medical discharge with benefits

Military transition

ROTC cadets not on contract or scholarship
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NCNG Network Account Process

STEP 1: Determine appropriate AKO account type

AKO account name
All AKO accounts will be registered using the following general syntax:

firstname.lastname@us.army.mil
The syntax should consist of the following syntax elements:

First name

Middle name (optional)

Last name

Suffix (e.g. Jr., Sr., 1Y) (optional)

A system-created number (if needed)

When a new account is created, AKO will generate a tentative name. The AKO account holder
may change the first name only. The last name will consist of the machine generated last name
as supplied by AKO’s directory. In some instances, the system may generate a name that
contains numbers at the end of the last name.

STEP 2: Register for an AKO account at https://www.us,army.mil (All Users)

Guest AKO Account Registration requirements (includes contractors and Air National
Guard)

Guest accounts are AKO accounts for customers being sponsored by a full account holder. Guest
accounts are to be established only for persons with a legitimate need for AKO to perform Army
business or for morale and welfare purposes of our soldiers.

For AKO sponsored accounts only the following full account holders are authorized to sponsor
an account:

Active Army

ARNG

AR

DA civilian :
Non-appropriated fund (NAF) civilian

The applicant for the Guest account must provide the sponsor’s AKO user name (i.e.,
firstname.lastname). If you do not know the proposed sponsors AKO account name you will
need to call the individual and verify their AKO username - do not guess. If an incorrect AKO
account name is provided this will delay the process. The identified sponsor will receive a
notification e-mail from AKO to approve/sponsor the account.
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NCNG Network Account Process

STEP 3: Request a NCNG Network Account (All Users)

NCNG Network Account Request Worksheet

To register for a NCNG Network Account fill out the NCNG Network Account Request
Worksheet contained with these instructions. Instructions are included on the form. You must
first have an AKO account to request a NCNG Network account. After the NCNG Network
Account Request Worksheet and Acceptable Use Policy (AUP) which is also part of this
document have been read, filled out, signed then fax to (919) 664-6383 or email to
helpdesknc@nc.ngb.army.mil.

STEP4: Provide Information for CVS (Contractors Only)

Contractors will need to provide the following information in an E-mail to
helpdeskne@nc.ngb.army.mil. The subject of the e-mail should be CVS Initial Request.

Full Name (First Name, Middle Name, Last Name)
Social Security Number (SSN)

Date of Birth (DOB)

AKO Email Address*

* If a current contractor’s CAC has expired they will not be able to access the network or their
NCNG e-mail account, an alternate email account that you can currently access will need to be
provided. The web address to CVS for additional input will be provide in an e-mail to the
provided address along with a logon and password to obtain access to the CVS.

Employees with a valid CAC already issued will be able to use their current CAC. Those
currently not in possession of a valid CAC will need to schedule an appointment for issue. This
normally is the bottleneck in the process and may take up to two weeks to get an appointment.

Contractors will receive a CVS completion e-mail notice after verifying information in CVS and
providing sponsor information (JFHQ-NC, 4105 Reedy Creek Rd., Raleigh, NC 27607-6410,
919-664-6342), the contract number and contract expiration date, the contractor will need to call
their nearest RAPIDS office — a link ( http://www.dmdc.osd.mil/rsl/owa/home } to locate the
nearest RAPIDS office will also be provided in the CVS account completion e-mail. Call 1-800-
623-4136 ext 6250 prior to the start date of the contractor (preferably two weeks from start date)
fo make an appointment to be issued a Common Access Card (CAC). Contractors that are also
Nationa!l Guard members must apply for and obtain a Contractor CAC if working in a contractor

status.
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STEP 6: Provision vour CAC with the NCNG Network

Read this entire section before performing any action. This action is required to register your
CAC on the NCNG network. You will only be able to logon to the NCNG Network with your
CAC, which is a DOD mandate. If you fail to complete this action you will be unable to logon to
the network. If you have a Military and a Technician CAC, as a general rule you should use
your Military CAC. If you are a contractor you must use your contractor CAC.

Before you proceed you must have and do the following:

1. Your CAC Card

2. Your PIN number

3. Complete veritication outlined in CAC Reader and Pin Verification (
hitps://ncguard.ne.ngb.army.mil/documents/CAC%20R eader%20and%20PIN%20Ver

ification.ppt )

If you do not know your PIN number or have locked out your card, you must visit the
nearest Rapids facility or J6 Helpdesk to have your PIN reset.

Read this entire message before performing any action.

Provisioning - Step One - Insert vour CAC

Insert your CAC into the card reader on your keyboard or computer. Make sure the light on the
card reader icon in the lower right corner of your screen has stopped flashing before proceeding
{0 step two.

Provisioning - Step Two - Authenticating to Windows

Click the following link https://ngnca0-350-13/default.aspx, you will be prompted to enter your
Windows Username and Password. You must enter your qualified username, which means that
you must type in your domain and username in the following format: NClasername. Once you
have entered your username and password, click “OK”.

Provisioning - Step Three — Beginning the Process

When you first visit the Automated Name Provisioning Tool (ANPT) Registration Page, you
must click on the hyperlink “click here to continue” to take the next step towards ANPT
registration

Provisioning - Step Four — Entering Your PIN

You will now be prompted to enter the PIN for your CAC. If there are other certificates installed
on your machine, you may see a dialog box that contains one or more user names. Select the
certificate that corresponds with your name and user account. Once you have selected the proper
certificate, click “OK™.

Once you have entered your PIN correctly, click “OK”.
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NCNG Network Account Process

ANPT will display the “Please wait while you are redirected to the certificate retrieval page.”

When the registration process is complete, you will get “Thank you! Your information has been
stored and awaits approval by an administrator.”.

You have now completed the registration process. You will be notified via email when your
information has been approved.

If you experience technical issues, you may submit a request for help by sending an email
to helpdesknc@nc.ngb.army.mil or by calling the Help Desk at 860-621-4136 extension

6342.
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Prescribing publication: JFHQ-NC REG 25-1

NCNG NETWORK ACCOUNT REQUEST WORKSHEET
{Complete this form for New User Account Only)

Proponent: JFHQ-NC-J6

Name (Last, First Mi}:

Rank:

AKO User Account Name:

Unit/Dept Name:

Room/Office#:

Unit Address:

City:

Phone #: Fax #:

State: Zip:

Select all boxes that apply:

Position Title: Supervisor's Signature:

urs MPDV AFCOS Unit/Section Shares (Specify)
]

[[] Fulitime [] M-Day [7] ADSW  [] Temp [ ] E-mail Unit/AFCOS Recipient

Using Common Access Card (CAC):

a) Inuser name ficld: enter "nc\"” before user name
b) Clear old password field and enter old password
¢) Enter new password according to standards

d) Re-enter new password to confirm the change
¢) Select OK

f) At Error message; select OK and re-enter CAC
pin to log onto your workstation

accounts are individual and will not be shared.

POC phone number (919) 664-6320.

1. In order to be connected to the NCNG Network, you will be assigned a username and password.
Passwords expire every 60 days and you will be prompted to change your password. Password
should conform with standards in lower right hand box. To change your password:

Using NCNG Network log in:

a) Press Ctrl+Alt+Del simultaneously

b) Select Change Password

¢) Type in your old password

d) Enter new password according to standards
¢) Tab and enter new password again

f) Select OK

2. Users are responsible for the security of their password and it should not be given to any other user,

3. A customer account will not be established unless the NCNG Net work Acceptable Use Policy (AUP)
unclassified has been read, signed and faxed to (919) 664-6383 or email helpdesknc@nc.ngb.army.mil.

FOR JFHQ-NC J6 USE ONLY!

LOGON NAME

PASSWORD

DOMAIN NC

J6 Personnel: Make sure AUP is on file

All usernames are lowercase letters.
Passwords should contain 10 characters
consisting of the following: 2 Uppercase
letters, 2 special characters, 2 numbers, the
remaining a combination of characters

Example: IT87ncfP5!

Passwords will not spell words or
names.

JFHQ-NC Form 25-12, 25 Aug 2006 (Previous edition is obsolete.)




L
0} 122[gns §1 g] YouS JRY] PUEISIPUN JAYLTY | 'SOSH PIZLIOYING PUE [BIDLJO JO] awW
01 pepiacad si pue Auuy ay) jo Axadosd sy si 5[ yoea ey pueisiapun | (o

‘OSV10/pueysapdjaH or au) o3
s3LINp pue ‘sanipgisucdsal ‘Axjod sy BuipieBbal suonsenb Aue ssauppe fim | {u

"WDISAS 3Y) U0 SIIUAIDE ||B 35892 PUR (IS JO/PUE YS 9f 341 0) swiajqo.d
WalsAs 10 sINDLIoYS “s3)1) “indino snomdsns Aue Lodal AjR)eIpa 1M | (W
‘Bale
a1 Bunedsp usym uonEIS oM BY) 40 BO| pue $YDO| UBBIDS BsT Im (]

*35IN0D
UOHEDILIRD OSY| padinbal 2y a19|dwoD |(1m | 'OSYI/OW Ue se paubisse 1 (4

*A|uo aajieluasaidsi gf pateubisap 1o
{OSVI/OWI) 492130 A1ND3S DIURINSSY UOIIRLLLOJUIASILE uswsbeurpy
uopeuwlojul 8yl Agq pauuopad aq |im sepesbdn pue aoueusyuepy ([

“SsIuAnDe jebay||
10 uleb |epueuy |RIZISWIWOD 10 §| papiacud-qOQ 1¢ AUy 2ZIIn 10U M| (1

“MOUY 01 pa2u 01J102ds B INOTHIM JUOAUE 0] J] SJRUIWSSSIP
10U [[1M puE §T 911 JOJ PJBUITISSSIP JO Palo)s ‘pardos ‘pajesio uoRLLIOIT
le [2A3] ucnesiisse]d sjedoidde ayy yum yew pue prenBajes M| (Y

'SP SNOIDIRL DILM | ||1M J0U ‘UDIBZLIOYINE INOYUM (SB|1) 1o 10 sgA°
WOy 'axa’ ‘0] PUWI| JOU ING ‘S LYINS) SPOI B|GRINDIXS SINPOIIUI Jou [IIm | (B

‘Jeuuosiad 9f £q pazuoyne Ajfeoyoads se ydooxa
‘suresgoad 10 swoysAs Superado osn Jo ainduos ‘aFuLyd eye U [IM]

*[2A2] UOTIBOIJISSE]S (WRISAS TOTRULIOJUT)
S1 paziione ay) Suipessxs erep ssaooad 1o ssa00e o) ydwepe jou e[ (2

Asip

1edulod o JuswyDeIIe ‘811aHSIP WDISAS AUR WG UCIIRWLIONI
Buissaoe o Buipeojdn aiojaq sainpadold Buppayd-snia ssn jjim | (p

‘3lemyos

ulewop Jijgnd 10 2UeMaIRYS ‘DIRMYOS ‘Blempley paumo  Ajjeuosiad
Aue 3sn JO §|eISU] JOU [[IM | "BJRMUOS pue aiempley pazucyine A[uo asn m| (2

(-saseayd-ssed
Jo spiomssed se sprom Liruonolp Jo suJis [jes ‘swiuoroe AR ‘sIaqunu

900 S0V §T “¢1-ST w0 DN-OHAL

ouoyd “sAepiypnq ‘semreu UOWIWOS (][ 195[) AU 20 10U [[IM [) 'JUNcooe

ST JO Jasn paZLIouyne AJuc oy Wwe [ Si2jorierod [e1oads pue SISquunu ‘sions]
aseoIamo] “asediaddn Jo Yors om) UM SISI0RIETD ()] 153 JE JO ISISU0D [[IM
spiomsse -sesesijd-ssed 1o spromssed Aui Joajoid pue 21038 “ayerouad [im |

"$59008 WNSAS SUIAIR0S] 910)2q

{SunpauiBus [B100S S YoNs SIEIN) pIepURIS-UOU PUB UONBIIUSPI 2130[ pue
WU03 snowiew “sspijod osn ajqeidosoe ‘A1moas [eorsAyd ‘gopeoIIIUApI
TeaI] JO aAtsnjout) pairnbor se sueaford Supuper [je ul aedionred

[[1 ] "3[npow SUIUTEN-S5IUaIRME ALINGAS I98n 213 pya]dios aaey §

:Ajdde syuawaiinbai pue sapnt A1N29s Wnwuw BuiMo||o) oY1 “4asn

LWIDISAS JIOMISN DNDN B Sy “Sjudwaiinbai pue sajns A3UMndas wWinwiu

JOUISIUT PUE NI0MISN DNDN,
9] 9SIFARI] ADY[) SB SGRISUINA 2JE SIUSUIYDEIE pUE [rew-5 "SNOATOUAS ole

‘paeng) jeuoneN ‘7N 9Yl Aq Pasmala Se JOUISU] A1) PUB MI0MIAN ONON UL

*L-57 WY'd DNFOHAT U3lM 92UBPJODIE Ul UCHEWLOUI JALLISNIS
g QIIHISSYTINN s5204d 01 pasocidde s]310MIDN DNDN 3YL

128 ‘dL4 ‘gam se yans sjodozoid Buppomiay
JPUINUT PUR [FBWT SIUHONI9]2 BIA SUOP SI SN} A[LIBWIE ‘suoljeziuedio
JUATHISAOL) $31BIS PANU[] D10 pue (T [BUI2)XS 0] UOTROIUNUILIOD

(NES) pauisse[oun ng sA1ISUSS SAPIACId YI0MION ONIN YL

"WD)SAS AJUO-S[) € S| JIOMIaN
DNDN YL "pleny jeuciieN )'N 943 10} WilsAs uorewIop) pagissepun
Arewid ayl s1IoMIsN DNIN 3y, “Bulssadead uonewuoyur pagisseun

-Bujisal A3n2as pue Bupoluow Juatuod 03 Pafgns
st pue a63]1A14d 9|qEI0AB B S| 532UN052) AWLTY 01 55300Y *AMIqedoAdY

“Ao1jod siyy Ao paru|
I2yuIng s Jo , UoNeInTay SOl WIOf, “Y-L'005S QO U YMOJ Jos sk pue
sasodind pazizoyine pue asm [BI211J0 10§ SI SI0MIBN 2531} 0} SSA00Y "S5a30Y

asn

PUE ADTAIDS JO [BIUSP ‘UONINIISIP ‘QINSO[ISIP “UCTIEDJIPOTI JUSLIDAPRUL IO
PIZLIOWINBUN WIOK) JI0/MIIN ONIN UL POUTRILOD UORRULIOUL 21} plenTajes
0] Aiqisuodsol Areunid 91) 2AEY T 1) puejsiopun T "Juipue)siopury

(q

(e

@

{e

1

9M-DN-DHAr usuodoly

1-52 DTE ON-OHLIL uonealqu Suiqriasalg

(Q3HISSYTIONN) ADI10d 3SN 3719V.LdIIDV HHOMIIN DNION




Jagquinp auoyd ainjeuBig
apeinjuey I ‘35413 ‘dwey ise]
oleq WODVYW/AIN/Uofpasg

way)

Ul paUIRILOD UGHELLIOJUI B3 puUe SWalsAs asays buipsebas
senigisuodsar Aw pugisIapun I yJ0mieN DNIN 243 Jo asn BuipseSaa
(as10A21 pur Juol)) sjuewaInbos 3A0QR o) pral ARy | JUswadpepmow|dy ‘9

‘PRJeUB-24 JUNODDE BARY O] JEBIS 4O JaiyD) 33 I0D yBnoayl

15BIU0D 1SN DO Ul JS3I40 1siy ‘PI|YESIP UN0DDY BSUBUO Mg
"33eIsulel 03 ysapdjeH

9 1DBIUOD 1SNW JaIyd Andap 10 GV ‘PRGESIP MN0IIY BSUBYQ Pug
"a1e1suiad 01 ysapd|aH o 19RIU0D 1SNUL (J07) PUBLUWIGD

O UiBLD Ul J32140 PRUOISSILILIOD 1511 ‘PajgesIp JUN0DIY :Bsuayo 3|

I.

9007 30y GT ‘€1-6Z w0 ON-OHIL

:BuImol|of BY1 Ul NSBL [|IM SUDIIR|OLA
"Suijpuey vlRp puk SWIAISAS UONBULIOTU] J9A0D TRy} sapd1jod
Jo suonengal ONON 0 GON ‘Y ‘QOd ym Adwos oy aanpieg e
‘werFoid 1o spomisu Jo wAsAs v 0) Joopyoeq e Suiplacid 1o wapow e
YA JIOMISU ISTIOUR O} WIBISAS PoIom)aU & SUNISUTO0I JO [[RU-D Paseq
qam [euosiod Suisn se yons saunseawl A)Lmnoas Surssediq Apiemqreq
‘yope[ngai Jo 3RS AUe JO UOMR[OIA 31} IO 25N Yons
JOJ PoUSIqRISe Spleoq una[ing pezuoyne uo jdaoxa Sures 10 ‘Bunioi[os
$0)1S o UoTjoNE “‘SUISTIISAPE [RIOLIJOUN 513)12] UTRUD JO UOISSIUUSURT)
s Burjquies ‘[earew auwosqo 1o AydeiSourod {(sremyjos 1aad-o)-1od
Jo sueawi Aq renRgew JyFriddoo Jo Suweys oy se yons) justoSuLipul
JYBAdOD :FUIA[OAUT S20IN0SaT JUSTIIISA0S JO osn [euosiad Auy e
(1 oo paSof sxe nok o[ym rindwes anok
asn ouoaWos Fue]) [PUUOSied PIZLIOYINRUN JO PSZLIOYINE PIM SUOISSIS
Supreys 10 WIomMIBN DNDN 24} 01 spromssed Jo sawewiasn Supeyg e
{‘uawannbal syl wioly
pardwaxa aq Lewr ‘Auo samoedes [eramgo ey ur Suneiado ‘sonianoe
2121110 1oy30 J0 *sAswio)e ‘siojeSusaAut [D/4T) “suonesunwwos {weds
‘s1gey)) Aapee osiqnd [eroyyoun o ‘eonrjod ‘Suissesey ‘Suiusieaay)
‘ordxa Ajjenxos Supededoad Jo ‘Gurio)s ‘Supuss A[peuonuaiu] ‘g1
AWy U WOJJ [T UIRYD JO SAXEOT ‘SJUSWASIIAAPE payIoljosun Suipusg e
(33 LA 19busssaw
JUBJSHL IRUI-3) SHBIW OIUCNIS Aue Sursn SWasAs Jo suostad
[BUIIXD 0} UONBULIOJUL pasea[alun 1o pafgisseo ‘Amjoudord Supuag  »

:g[ AWry ue Jo sasn ojqeidasseun suljap SelIAnSe

duimol[of a1 Je puelsiapun I ‘Ajuo sesodind paziioyine pue asn [BIS1II0 10]

39 []1M “qustiuIsAory [riopay ayp £q 1of pred sijuswudinbs pue sweysAs yons

Jo asn TayM ‘(SWIR)SAS [RIOJOUILIIOY PUR ‘SWAISAS JAULIA] ‘[IBL STUON08[d

‘SaUIYORTU S[TWISOR] “sauoyds[a) paumo JUSTUILDAOSE Bulpniour) Juatidinba

PUE SUIAISAS UONEBOTUNWTIOD JUSTHIIBAOL) [BIAPS,] 181} saje)s Korjod

a0 "vonnoasold jeurwis 10§ Io suonoe ArRuIdiosip 10 SAIRISTUITpE 10]

pasn aq Aew Sunropuow Sulmp peamydes uopeuLIopul pue sssodnd snouea
10} P312NPUO] 3 [|1M 3I0MIBN DNDN JO Butioluow 1ey) pueisiapun | {d

*295 0] SIOY)0 JueMm jou op
[ 12Y1 ST 911 U0 2IRp 2JOIS 10U P[OOYS | JBY) 2Z1jeal | ST 9t} uo elep [euosyod
up Aoeand jo uonejoedxa poyun] B £[uo 9AEY ABW pue §[ Y} UO BYep
[etongo ur Aveand Jo uopeoadxe peziud0osl ® sARY 10U Op | JEY} PUBISISpULN
[ "PRZLIOWINE §1 950 Jeu) aInsud o1 pue sasodand Ajumags 1oy Suuopuow

9r-IN-DH4T uauodoid

1-67 DT ON-OHATr uoneoiqng Sulqiiosald

(A3141SSYTIONN) AD1T0d 3SN 319V.LdIDIV HHOMLIN ONIN




